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The Honorable Joe Barton

1. You have stated that lower car sales have a ndiya effect on safety of
drivers, and this is likely to be the case of ecomacs as the cost of cars
increases. If EDRs increase the cost of cars, willat have a negative effect on
the safety of drivers?

The EDR mandate for all new cars is aimed at gatgelata to improve driver safety.
One must consider the costs of collecting datatheeffects of those costs on that goal.

In my testimony, | made the straightforward argutribat EDRs and mandated EDRs
raise the cost of new cars by some margin, whidbaes sales. This in turn reduces the
pool of used cars and raises their prices. Thisesapeople to remain in older used cars
rather than buying newer used cars. Because okpéetly improvements, newer used
cars are safer than older used cars. Therefordjlthveill prevent some drivers from
buying safer used cars.

| do not have the data to show how pronouncedetifiest will be, but the goal of
protecting drivers is important enough that stublthts problem should take place before
a mandate goes into place, and any mandate shelilichibed to minimize the health and
safety impacts of increasing the costs of cars.

a. How does this cost affect the safety of loweraome drivers?

| believe it is safe to assume that lower incomeedls are the most affected by the
dynamic | described above. They will tend be indliest cars—70s and 80s models that
may not even have airbags, or that have agingessiwell-designed steering and

braking systems. Lower income drivers include yaimgeople who have less experience
with driving and poor driving judgment. This groiggprobably more often involved in
accidents and likely to suffer most if auto prikegp them in older vehicles lacking the
safety features of newer vehicles.

b. You have stated mandate EDRs in every car hassts and that the
same data sampling could be achieved by requirindpém on more
expensive cars. Could you please explain how muchtd would be
sufficient to achieve this goal?



Not knowing exactly what information is being sotifirough research using EDR data,

| am not in a position to calculate the sample #iz¢ would be needed to gather
statistically relevant data. Given the costs of ERd the effect of those costs on safety,
the better policy is to gather only the amount atiadheeded, not to collect data on every
car crash. Any EDR mandate should be aimed at gathenly the amount of data
needed, or else the goal of driver safety will hdermined.

2. You have stated that privacy will be eroded bytiis legislation, the privacy
limitations notwithstanding. Are there additional limitations you recommend
or is it an impossible exercise?

Imagine if a federal law required American homebdge CCTV cameras installed in
them, set to record, but only storing the inform@aton a local server for possible later
use. Anticipating uses of information that theyldolt be sure of predicting or
controlling, people would rightly object to the pemce of cameras they don’t want in
their homes.

Sometimes it is a good idea to have CCTV camerasiines, and some people do install
them because they perceive benefits from beingtabieonitor babysitters, record
images of intruders, and so on. Having cameragmds is consistent with privacy in
these cases because it is a matter of choice. Thariindamental loss of privacy when a
person is required to maintain technology that makeecord of his or her actions.

The cure here is to give consumers choice abouirésence of EDRs in their cars and
the functioning of them. If there is a value to imgvEDRS in cars, consumers should be
made aware of it and given a chance to adopt th@ontarily.

There are many ways this could happen: They coeflé gliscount on a new car purchase
if they choose an EDR (ideally paid for by autonraka insurers, not the government).
Insurers could provide discounts or automakersccoffer drivers a yearly stipend for
providing data about their driving (perhaps goiagldeyond the limited information
collected by EDRs today). | cannot predict all weeys institutions that want data about
auto use might get it voluntarily, but getting tdata through volunteer means rather
than coercion would improve privacy by improvingheamers’ control.

3. Can there be any individual choice about privacyegarding EDRs if there is
a mandate for their inclusion in some percentage dll cars?

It is possible to maintain choice around EDRs ewvbite meeting a goal of having EDRs
in the number of cars needed to capture statisticgelevant data. As mentioned above,
rewards to consumers for participating in valuabkearch could persuade them to allow
collection of data about their driving.
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4, A number of States have enacted laws addressitige use of EDRs in cars.
What have been the results from California’s privag law on EDRs? How has
the information been used in that State?

In advance of the hearing, | consulted with thee€bf the California Office of Privacy
Protection to learn if there had been any notablelbpments as a result of the law
governing EDRs and EDR data there. She reportéatthing significant had come to
her attention.

| do not have information about how commonly Cahifa EDR data is used in litigation
about auto crashes or other matters, in criminadstigations, or in auto safety research.

5. You have stated that a fundamental premise of fefctive privacy is control.
Would safety be diminished if EDRs were mandated tbe a safety option,
rather than a mandatory requirement?

If EDRs were a mandatory option, safety may or matybe affected. In the extreme case
that zero car buyers wanted EDRs, for examplefysagésearch would be hampered and
safety would ultimately suffer. This can be remddaath various enticements rather than
mandating EDRs in all cars. If the number of canew8 needed to produce statistically
relevant data can be enticed to use EDRs and dahtadrom them voluntarily, safety
would be undiminshed.

6. Does the mandate in the legislation for EDRs dege consumers of the right
to control data collection about them? Is it at odd with other government
policies that seek to protect privacy and give comsners greater control over
their information, such as a way to “opt-out?

The EDR mandate and information rules called fahalegislation do undermine
consumers’ power to control information about thelwss. Though EDRs are already
standard in many cars, the legal mandate woultidudeprive consumers of any hope
that they may control the information infrastruetaf their cars.

The debate about opt-in or opt-out is a quaint iyxxompared to the rule proposed here.
Consumers would have choice whatsoever. Driving a car sold in the United States
would be conditioned on data collection about theed—no exceptions.

7. You have stated that the legislative draft redues people’s property rights in
EDR data by a small margin. Could you please expla®

Though the legal status of information is uncléas probably the case that information
produced and recorded by one’s automobile is tbpeasty of the owner or lessee, just
like the auto itself. The draft calls for regulatithat generally tracks this, but then takes
away the property right if “the information is rietred by a government motor vehicle
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safety agency for the purpose of improving motdricle safety . . ..” This is a recipe for
an unreliable property right: one that is createdeoleral regulation with a carve-out in
that very regulation. Expect the “property right"ghrink and government access to grow
as future policies discover new uses for EDR data.

8. You have expressed greater concerns that the tue could further erode
privacy protections. Is it possible to - or even vge — to permanently restrict
the types of data that can be collected to avoid ¢heventual creep of more
data collection? Can better information coupled wih real consumer choice
mitigate these concerns?

Congress can'’t pass a federal statute that carti®nded. Regulators can’t write a
regulation that can’t be superseded. So there ginb thing as a “permanent” legislative
or regulatory restriction on EDR data collectioruse.

The better approach to privacy protection is stnadt Giving consumers control of
whether EDRs are in their cars and what EDRs dbpnotect privacy consistent with
consumers’ interests. The rules called for in tagulation may protect consumers’
privacy for a time, but it sets the stage for miigraaway from consumer privacy toward
serving the goals of government and industry rdlat only to safety but also to general
law enforcement, taxation, and surveillance.
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